[bookmark: _Ref143334472][bookmark: _Ref143334482][bookmark: _Ref143334844][bookmark: _Ref143335318]Tables reworked using the following tenets:
· OPC should state what is allowed in packages, not implementations
· Supported on comsuption / supported on production should be consolidated
[bookmark: _Toc327194979]Annex C. 
(normative)
ZIP Appnote.txt Clarifications
The ZIP specification includes a number of features that packages do may support or must not support. Some ZIP features are clarified in the context of this Open Packaging specification. Package producers and consumers shall adhere to the requirements noted below.
[bookmark: _Toc327194980]C.1 Archive File Header Consistency
[bookmark: m3_14]Data describing files stored in the archive is substantially duplicated in the Local File Headers and Data Descriptors, and in the File headers within the Central Directory Record. For a ZIP archive to be a physical layer for a package, the package implementer shall ensure that the ZIP archive holds equal values in the appropriate fields of every File Header within the Central Directory and the corresponding Local File Header and Data Descriptor pair, when the Data Descriptor exists, except as described in Table C–5 for bit 3 of general-purpose bit flags. [M3.14]
[bookmark: _Toc327194981]C.2 Data Descriptor Signature
Packages may contain a 4-byte signature value 0x08074b50 at the beginning of Data Descriptors, immediately before the crc-32 field. Package implementers should be able to read packages, whether or not a signature exists.
[bookmark: _Toc327194982]C.3 Table Key
 “Yes” — During consumption of a package, a "Yes" value for a field in a table in Annex C indicates a package implementer shall support reading the ZIP archive may containing this record or field., however, support might mean ignoring. [M3.15] During production of a package, a “Yes” value for a field in a table in Annex C indicates that the package implementer shall write out this record or field. [M3.16]	Comment by Chris Rae: Are there any MUSTs?
[bookmark: m3_17]“No” — A “No” value for a field in a table in Annex C indicates thea package implementer should not usemust not contain this record or field.  [M3.17]
[bookmark: o3_2]“Optional” — An “Optional” value for a record in a table in Annex C indicates thata package may contain this record or field.implementers might write this record during production. [O3.2]
[bookmark: m3_18]“Partially, details below” — A “Partially, details below” value for a record in a table in Annex C indicates that the record contains subfields with specificthat might not be supported by package implementers during production or consumption. See the details in the corresponding table to determine requirements. [M3.18] behaviours.
“Only used when needed” — The value “Only used when needed” associated with a record in a table in Annex C indicates that the package implementer shall use the record only when needed to store data in the ZIP archive. [M3.19]
Table C–1,“Support for records”, specifies the requirements for package production, consumption, and editings in regard to particular top-level records or fields described in the ZIP Appnote.txt.  [Note: Editing, in this context, means in-place modification of individual records. A format specification can require editing applications to instead modify content in-memory and re-write all parts and relationships on each save in order to maintain more rigorous control of ZIP record usage. end note]
[bookmark: _Ref140833770][bookmark: _Toc141598146][bookmark: _Ref139882345]Table C–1. Support for records
	Record name 
	Supported on Consumption
	Supported on Production
	Pass through on editing

	Local File Header
	Yes (pPartially, details below)
	Yes (partially, details below)
	Yes

	File data
	Yes
	Yes
	Yes

	Data descriptor 
	Yes
	Optional
	Optional

	Archive decryption header
	No
	No
	No

	Archive extra data record	Comment by Chris Rae: One could argue that not-supported records shouldn’t be shown here (or, at least, that their descriptions are not shown) – I quite like having them, as it makes reasonably clear at a glance which ZIP features are supported and which aren’t
	No
	No
	No

	Central directory structure: 
File header
	Yes (pPartially, details below)
	Yes (partially, details below)
	Yes

	Central directory structure: 
Digital signature
	Yes (ignore the signature data)	Comment by Chris Rae: Needs further investigation
	Optional
	Optional

	Zip64 end of central directory record V1 (from spec version 4.5)
	Yes (pPartially, details below)
	Yes (partially, details below, used only when needed)
	Optional

	Zip64 end of central directory record V2 (from spec version 6.2)
	No
	No
	No

	Zip64 end of central directory locator
	Yes (pPartially, details below)
	Yes (partially, details below, used only when needed)
	Optional

	End of central directory record
	Yes (pPartially, details below)
	Yes (partially, details below, used only when needed)
	Yes


[bookmark: _Toc105931666][bookmark: _Toc105993510][bookmark: _Toc107977487][bookmark: _Toc108325355][bookmark: _Toc108945207][bookmark: _Toc112572073][bookmark: _Toc112642305][bookmark: _Toc112660240][bookmark: _Toc112663870][bookmark: _Toc112733300][bookmark: _Toc113077024][bookmark: _Toc113093369][bookmark: _Toc113440414][bookmark: _Toc113767971][bookmark: _Toc116185064][bookmark: _Toc122242814][bookmark: _Toc129429452][bookmark: _Toc139449202]
Table C–2, “Support for record components”, specifies the requirements for package production, consumption, and editings in regard to individual record components described in the ZIP Appnote.txt.
[bookmark: _Ref140486486][bookmark: _Toc141598147][bookmark: _Ref140486489]Table C–2. Support for record components
	Record
	Field
	Supported on Consumption
	Supported on Production
	Pass through on editing

	Local File Header
	Local file header signature
	Yes
	Yes
	Yes

	
	Version needed to extract 
	Yes (pPartially, see Table C–3)
	Yes (partially, see Table C–3)
	Yes (partially, see Table C–3)

	
	General purpose bit flag
	Yes (pPartially, see Table C–5)
	Yes (partially, see Table C–5)
	Yes (partially, see Table C–5)

	
	Compression method 
	Yes (pPartially, see Table C–4)
	Yes (partially, see Table C–4)
	Yes (partially, see Table C–4)

	
	Last mod file time
	Yes
	Yes
	Yes

	
	Last mod file date
	Yes
	Yes
	Yes

	
	Crc-32
	Yes
	Yes
	Yes

	
	Compressed size
	Yes
	Yes
	Yes

	
	Uncompressed size
	Yes
	Yes
	Yes

	
	File name length
	Yes
	Yes
	Yes

	
	Extra field length
	Yes
	Yes
	Yes

	
	File name (variable size)
	Yes
	Yes
	Yes

	
	Extra field (variable size)
	Yes (pPartially, see Table C–6)
	Yes (partially, see Table C–6)
	Yes (partially, see Table C–6)

	Central directory structure: File header
	Central file header signature
	Yes
	Yes
	Yes

	
	version made by: high byte 
	Yes
	Yes (0 = MS-DOS is default publishing value)
	Yes

	
	Version made by: low byte
	Yes
	Yes 
	Yes

	
	Version needed to extract (see Table C–3 for details)
	Yes (pPartially, see Table C–3)
	Yes (1.0, 1.1, 2.0, 4.5)
	Yes

	
	General purpose bit flag
	Yes (pPartially, see Table C–5)
	Yes (partially, see Table C–5)
	Yes (partially, see Table C–5)

	
	Compression method
	Yes (pPartially, see Table C–4)
	Yes (partially, see Table C–4)
	Yes (partially, see Table C–4)

	
	Last mod file time (Pass through, no interpretation)
	Yes
	Yes
	Yes

	
	Last mod file date (Pass through, no interpretation)
	Yes
	Yes
	Yes

	
	Crc-32 
	Yes
	Yes
	Yes

	
	Compressed size
	Yes
	Yes
	Yes

	
	Uncompressed size
	Yes
	Yes
	Yes

	
	File name length
	Yes
	Yes
	Yes

	
	Extra field length
	Yes
	Yes
	Yes

	
	File comment length
	Yes
	Yes
(always set to 0)
	Yes

	
	Disk number start
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	
	Internal file attributes
	Yes
	Yes
	Yes

	
	External file attributes (Pass through, no interpretation)
	Yes
	Yes
(MS DOS default value)
	Yes

	
	Relative offset of local header 
	Yes
	Yes
	Yes

	
	File name (variable size)	Comment by Chris Rae: Needs some investigation
	Yes
	Yes
	Yes

	
	Extra field (variable size)
	Yes (pPartially, see Table C–6)
	Yes (partially, see Table C–6)
	Yes (partially, see Table C–6)

	
	File comment (variable size)
	Yes
	Yes (always set to empty)
	Yes

	Zip64 end of central directory V1 (from spec version 4.5, only used when needed)
	Zip64 end of central directory signature
	Yes
	Yes 
	Yes

	
	Size of zip64 end of central directory 
	Yes
	Yes
	Yes

	
	Version made by: high byte (Pass through, no interpretation)
	Yes
	Yes (0 = MS-DOS is default publishing value)
	Yes

	
	Version made by: low byte
	Yes
	Yes (always 4.5 or above)
	Yes

	
	Version needed to extract (see Table C–3 for details)
	Yes (4.5)
	Yes (4.5)
	Yes (4.5)

	
	Number of this disk
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	
	Number of the disk with the start of the central directory 
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	
	Total number of entries in the central directory on this disk 
	Yes
	Yes
	Yes

	
	Total number of entries in the central directory
	Yes
	Yes
	Yes

	
	Size of the central directory
	Yes
	Yes
	Yes

	
	Offset of start of central directory with respect to the starting disk number
	Yes
	Yes
	Yes

	
	Zip64 extensible data sector 
	Yes
	No
	Yes

	Zip64 end of central directory locator (only used when needed)
	Zip64 end of central dir locator signature
	Yes
	Yes
	Yes

	
	Number of the disk with the start of the zip64 end of central directory
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	
	Relative offset of the zip64 end of central directory record
	Yes
	Yes
	Yes

	
	Total number of disks
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	End of central directory record
	End of central dir signature
	Yes
	Yes
	Yes

	
	Number of this disk
	Yes (pPartial — no multi disk archives)
	Yes (always 1 disk)
	Yes (partial — no multi disk archives)

	
	Number of the disk with the start of the central directory
	Yes (pPartial — no multi disk archive)
	Yes (always 1 disk)
	Yes (partial — no multi disk archive)

	
	Total number of entries in the central directory on this disk
	Yes
	Yes
	Yes

	
	Total number of entries in the central directory
	Yes
	Yes
	Yes

	
	Size of the central directory
	Yes
	Yes
	Yes

	
	Offset of start of central directory with respect to the starting disk number
	Yes
	Yes
	Yes

	
	ZIP file comment length
	Yes
	Yes
	Yes

	
	ZIP file comment
	Yes
	No
	Yes


[bookmark: _Ref113855800][bookmark: _Toc105931667][bookmark: _Toc105993511][bookmark: _Toc107977488][bookmark: _Toc108325356][bookmark: _Toc108945208][bookmark: _Toc112572074][bookmark: _Toc112642306][bookmark: _Toc112660241][bookmark: _Toc112663871][bookmark: _Toc112733301][bookmark: _Toc113077025][bookmark: _Toc113093370][bookmark: _Toc113440415][bookmark: _Toc113767972][bookmark: _Ref113855805][bookmark: _Toc116185065][bookmark: _Toc122242815][bookmark: _Toc129429453][bookmark: _Toc139449203]
Table C–3, “Support for Version Needed to Extract field”, specifies the detailed production, consumption, and editing requirements for the Extract field, which is fully described in the ZIP Appnote.txt.
[bookmark: _Ref140486816][bookmark: _Toc141598148][bookmark: _Ref140486819]Table C–3. Support for Version Needed to Extract field
	Version
	Feature
	Supported on Consumption
	Supported on Production
	Pass through on editing

	1.0
	Default value
	Yes
	Yes
	Yes

	1.1 
	File is a volume label
	Yes (do not interpret as a part)
	No
	(rewrite/remove)

	2.0
	File is a folder (directory)
	Yes (do not interpret as a part)
	No 
	(rewrite/remove)

	2.0
	File is compressed using Deflate compression
	Yes
	Yes
	Yes

	2.0
	File is encrypted using traditional PKWARE encryption
	No
	No
	No

	2.1
	File is compressed using Deflate64(tm)
	No
	No
	No

	2.5
	File is compressed using PKWARE DCL Implode 
	No
	No
	No

	2.7
	File is a patch data set 
	No
	No
	No

	4.5
	File uses ZIP64 format extensions
	Yes
	Yes
	Yes

	4.6
	File is compressed using BZIP2 compression
	No
	No
	No

	5.0
	File is encrypted using DES
	No
	No
	No

	5.0
	File is encrypted using 3DES
	No
	No
	No

	5.0
	File is encrypted using original RC2 encryption
	No
	No
	No

	5.0
	File is encrypted using RC4 encryption
	No
	No
	No

	5.1
	File is encrypted using AES encryption
	No
	No
	No

	5.1
	File is encrypted using corrected RC2 encryption
	No
	No
	No

	5.2
	File is encrypted using corrected RC2-64 encryption
	No
	No
	No

	6.1
	File is encrypted using non-OAEP key wrapping
	No
	No
	No

	6.2
	Central directory encryption
	No
	No
	No


[bookmark: _Ref140389812][bookmark: _Toc105931668][bookmark: _Toc105993512][bookmark: _Toc107977489][bookmark: _Toc108325357][bookmark: _Toc108945209][bookmark: _Toc112572075][bookmark: _Toc112642307][bookmark: _Toc112660242][bookmark: _Toc112663872][bookmark: _Toc112733302][bookmark: _Toc113077026][bookmark: _Toc113093371][bookmark: _Toc113440416][bookmark: _Toc113767973][bookmark: _Toc116185066][bookmark: _Toc122242816][bookmark: _Toc129429454][bookmark: _Toc139449204]
Table C–4, “Support for Compression Method field”, specifies the detailed production, consumption, and editing requirements for the Compression Method field, which is fully described in the ZIP Appnote.txt.
[bookmark: _Ref140486870][bookmark: _Toc141598149][bookmark: _Ref140486865]Table C–4. Support for Compression Method field
	Code
	Method
	Supported on Consumption
	Supported on Production
	Pass through on editing

	0
	The file is stored (no compression)
	Yes
	Yes
	Yes

	1
	The file is Shrunk
	No
	No
	No

	2
	The file is Reduced with compression factor 1
	No
	No
	No

	3
	The file is Reduced with compression factor 2
	No
	No
	No

	4
	The file is Reduced with compression factor 3
	No
	No
	No

	5
	The file is Reduced with compression factor 4
	No
	No
	No

	6
	The file is Imploded
	No
	No
	No

	7
	Reserved for Tokenizing compression algorithm
	No
	No
	No

	8
	The file is Deflated
	Yes
	Yes
	Yes

	9
	Enhanced Deflating using Deflate64™
	No
	No
	No

	10
	PKWARE Data Compression Library Imploding
	No
	No
	No

	11
	Reserved by PKWARE
	No
	No
	No


[bookmark: _Ref140389817][bookmark: _Toc105931669][bookmark: _Toc105993513][bookmark: _Toc107977490][bookmark: _Toc108325358][bookmark: _Toc108945210][bookmark: _Toc112572076][bookmark: _Toc112642308][bookmark: _Toc112660243][bookmark: _Toc112663873][bookmark: _Toc112733303][bookmark: _Toc113077027][bookmark: _Toc113093372][bookmark: _Toc113440417][bookmark: _Toc113767974][bookmark: _Toc116185067][bookmark: _Toc122242817][bookmark: _Toc129429455][bookmark: _Toc139449205]
Table C–5, “Support for modes/structures defined by general purpose bit flags”, specifies the detailed production, consumption, and editing requirements when utilizing these general-purpose bit flags within records.
[bookmark: _Ref140487012][bookmark: _Toc141598150][bookmark: _Ref140487016]Table C–5. Support for modes/structures defined by general purpose bit flags
	Bit
	Feature
	Supported on Consumption
	Supported on Production
	Pass through on editing

	0
	If set, indicates that tThe file is encrypted.
	No
	No
	No

	1, 2
		Bit 2
	Bit 1
	

	0
	0
	Normal (-en) compression option was used.

	0
	1
	Maximum (-exx/-ex) compression option was used.

	1
	0
	Fast (-ef) compression option was used.

	1
	1
	Super Fast (-es) compression option was used.



	Yes
	Yes
	Yes

	3
	If this bit is set, tThe fields crc-32, compressed size and uncompressed size are set to zero in the local header. The correct values are put in the data descriptor immediately following the compressed data.
	Yes
	Yes
	Yes

	4
	Reserved for use with method 8, for enhanced deflating
	No
	Bits set to 0
	Yes

	5
	If this bit is set, this indicates that tThe file is compressed patched data. (Requires PKZIP version 2.70 or greater.)
	No
	Bits set to 0
	Yes

	6
	Strong encryption. If this bit is set, yYou should set the version needed to extract value to at least 50 and you shall set bit 0. If AES encryption is used, the version needed to extract value shall be at least 51.
	No
	Bits set to 0
	Yes

	7
	Currently unused
	No
	Bits set to 0
	Yes

	8
	Currently unused
	No
	Bits set to 0
	Yes

	9
	Currently unused
	No
	Bits set to 0
	Yes

	10
	Currently unused
	No
	Bits set to 0
	Yes

	11
	Currently unused
	No
	Bits set to 0
	Yes

	12
	Unused
	No
	Bits set to 0
	Yes

	13
	Used when encrypting the Central Directory to indicate selected data values in the Local Header are masked to hide their actual values. See the section describing the Strong Encryption Specification for details.
	No
	Bits set to 0
	Yes

	14
	Unused
	No
	Bits set to 0
	Yes

	15
	Unused
	No
	Bits set to 0
	Yes


[bookmark: _Ref140389819][bookmark: _Toc105931670][bookmark: _Toc105993514][bookmark: _Toc107977491][bookmark: _Toc108325359][bookmark: _Toc108945211][bookmark: _Toc112572077][bookmark: _Toc112642309][bookmark: _Toc112660244][bookmark: _Toc112663874][bookmark: _Toc112733304][bookmark: _Toc113077028][bookmark: _Toc113093373][bookmark: _Toc113440418][bookmark: _Toc113767975][bookmark: _Toc116185068][bookmark: _Toc122242818][bookmark: _Toc129429456][bookmark: _Toc139449206]
Table C–6, “Support for Extra field (variable size), PKWARE-reserved”, specifies the detailed production, consumption, and editing requirements for the Extra field entries reserved by PKWARE and described in the ZIP Appnote.txt.
[bookmark: _Ref140487182][bookmark: _Toc141598151][bookmark: _Ref140487186]Table C–6. Support for Extra field (variable size), PKWARE-reserved
	Field ID
	Field description
	Supported on Consumption
	Supported on Production
	Pass through on editing

	0x0001
	ZIP64 extended information extra field
	Yes
	Yes
	Optional

	0x0007
	AV Info
	No
	No
	Yes

	0x0008
	Reserved for future Unicode file name data (PFS)
	No
	No
	Yes

	0x0009
	OS/2
	No
	No
	Yes

	0x000a
	NTFS 
	No
	No
	Yes

	0x000c 
	OpenVMS
	No
	No
	Yes

	0x000d
	Unix
	No
	No
	Yes

	0x000e
	Reserved for file stream and fork descriptors
	No
	No
	Yes

	0x000f
	Patch Descriptor
	No
	No
	Yes

	0x0014
	PKCS#7 Store for X.509 Certificates
	No
	No
	Yes

	0x0015
	X.509 Certificate ID and Signature for individual file
	No
	No
	Yes

	0x0016
	X.509 Certificate ID for Central Directory
	No
	No
	Yes

	0x0017
	Strong Encryption Header
	No
	No
	Yes

	0x0018
	Record Management Controls
	No
	No
	Yes

	0x0019
	PKCS#7 Encryption Recipient Certificate List
	No
	No
	Yes

	0x0065
	IBM S/390 (Z390), AS/400 (I400) attributes — uncompressed
	No
	No
	Yes

	0x0066
	Reserved for IBM S/390 (Z390), AS/400 (I400) attributes — compressed
	No
	No
	Yes

	0x4690
	POSZIP 4690 (reserved)
	No
	No
	Yes


[bookmark: _Toc105931671][bookmark: _Toc105993515][bookmark: _Toc107977492][bookmark: _Toc108325360][bookmark: _Toc108945212][bookmark: _Toc112572078][bookmark: _Toc112642310][bookmark: _Toc112660245][bookmark: _Toc112663875][bookmark: _Toc112733305][bookmark: _Toc113077029][bookmark: _Toc113093374][bookmark: _Toc113440419][bookmark: _Toc113767976][bookmark: _Toc116185069][bookmark: _Toc122242819][bookmark: _Toc129429457][bookmark: _Toc139449207]
Table C–7, “Support for Extra field (variable size), third-party extensions”, specifies the detailed production, consumption, and editing requirements for the The Extra field entries reserved by third parties  and described in the ZIP Appnote.txt are not supported.
[bookmark: _Ref140487264][bookmark: _Toc141598152]Table C–7. Support for Extra field (variable size), third-party extensions
	Field ID
	Field description
	Supported on Consumption
	Supported on Production
	Pass through on editing

	0x07c8
	Macintosh
	No
	No
	Yes

	0x2605
	ZipIt Macintosh
	No
	No
	Yes

	0x2705
	ZipIt Macintosh 1.3.5+
	No
	No
	Yes

	0x2805
	ZipIt Macintosh 1.3.5+
	No
	No
	Yes

	0x334d
	Info-ZIP Macintosh
	No
	No
	Yes

	0x4341
	Acorn/SparkFS 
	No
	No
	Yes

	0x4453
	Windows NT security descriptor (binary )
	No
	No
	Yes

	0x4704
	VM/
	No
	No
	Yes

	0x470f
	MVS
	No
	No
	Yes

	0x4b46
	FWKCS MD5 (see below)
	No
	No
	Yes

	0x4c41
	OS/2 access control list (text )
	No
	No
	Yes

	0x4d49
	Info-ZIP OpenVMS
	No
	No
	Yes

	0x4f4c
	Xceed original location extra field
	No
	No
	Yes

	0x5356
	AOS/VS ()
	No
	No
	Yes

	0x5455
	extended timestamp
	No
	No
	Yes

	0x554e
	Xceed unicode extra field
	No
	No
	Yes

	0x5855
	Info-ZIP Unix (original, also OS/2, NT, etc)
	No
	No
	Yes

	0x6542
	BeOS/BeBox
	No
	No
	Yes

	0x756e
	ASi Unix
	No
	No
	Yes

	0x7855
	Info-ZIP Unix (new)
	No
	No
	Yes

	0xa220
	Padding, Microsoft 
	No
	Optional
	Optional

	0xfd4a
	SMS/QDOS
	No
	No
	Yes



[bookmark: m3_20]The package implementer shall ensure that all 64-bit stream record sizes and offsets have the high-order bit = 0. [M3.20]
[bookmark: m3_21]The package implementer shall ensure that all fields that contain “number of entries” do not exceed 2,147,483,647. [M3.21]
